
The #1 risk in AI implementation is 
"data leakage" into public models.

Private Environment: Is the AI deployed 
within your own cloud tenancy (e.g., 
Microsoft Azure), or is your data being 
sent to a third-party server?
MModel Training: Is your data being used 
to train the provider's public models? (It 
should not be).
Data Residency: Is your data stored and 
processed in Australian data centres to 
meet local compliance requirements?
EncEncryption: Is data encrypted both at rest 
and in transit?

AI shouldn't give everyone access 
to everything.

Identity Integration: Does the AI 
integrate with your existing Identity 
Provider (e.g., Microsoft Entra ID)?
PPermission Mirroring: Does the AI 
respect existing öle permissions? (e.g., 
A junior staff member should not be 
able to "ask" the AI about executive 
salary spreadsheets).
Audit Logs: Does the system maintain 
logs of user queries &
AI AI responses for compliance auditing?



"Hallucinations" can lead to costly 
business errors.

Grounded Responses: Does the AI use 
"Retrieval-Augmented Generation" (RAG) 
to answer only based on your speciöc 
company documents?
SSource Citation: Does the AI provide links 
or references to the source documents 
for every answer it generates?
Human-in-the-loop: Are there clear 
protocols for when a human must verify 
an AI-generated output?

AI is only useful if it solves a 
speciöc business problem.

Deöned Personas: Have you 
identiöed speciöc "personas" (HR, 
Sales, IT) where AI can save at least 
5+ hours per week?
UUser Adoption: Is the AI accessible 
within tools the team already uses 
(like Microsoft Teams or part of your 
Intranet) to avoid "app fatigue"?
SScalability: Can the solution scale 
from a small pilot group to the 
whole organisation without a 
complete infrastructure rebuild?


